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The purpose of this document

1. Datum Contracts Hoddesdon Limited is committed to protecting the privacy and
security of your personal information.

2. This privacy notice describes how we collect and use personal information about you
during and after your working relationship with us, in accordance with the General
Data Protection Regulation (GDPR).

3. It applies to CLIENTS, PREVIOUS CLIENTS, SUPPLIERS, SUB-CONTRACTORS, FREELANCERS,
INTRODUCERS, REFERRAL PARTNERS, JOINT VENTURE PARTNERS, MEMBERS, PROSPECTS,
EMPLOYEES

Datum Contracts Hoddesdon Limited is a "data controller". This means that we are responsible
for deciding how we hold and use personal information about you. We are required under data
protection legislation to notify you of the information contained in this privacy notice.

This notice applies to [CLIENTS, PREVIOUS CLIENTS, SUPPLIERS, SUB-CONTRACTORS,
FREELANCERS, INTRODUCERS, REFERRAL PARTNERS, JOINT VENTURE PARTNERS,
MEMBERS, PROSPECTS, EMPLOYEES]. This notice does not form part of any contract of
employment or other contract to provide services. We may update this notice at any time.

It is important that you read this notice, together with any other privacy notice we may provide
on specific occasions when we are collecting or processing personal information about you, so
that you are aware of how and why we are using such information.



MARKETING AND COLLECTING DATA POLICY

Data protection principles

We will comply with data protection law. This says that the personal information we hold
about you must be:

1. Used lawfully, fairly and in a transparent way.

2. Collected only for valid purposes that we have clearly explained to you and not used in
any way that is incompatible with those purposes.

How is your personal information collected?

We collect personal information about CLIENTS, PREVIOUS CLIENTS, SUPPLIERS,
SUBCONTRACTORS INTRODUCERS, REFERRAL PARTNERS, JOINT VENTURE PARTNERS,
MEMBERS, PROSPECTS, EMPLOYEES through the process of word of mouth, referrals and
direct calls based on contact information available online and only relevant information
including technical information for all enquiries are added to our enquiry form and tender
document(s) process. We may sometimes collect additional information from third parties
including customers, suppliers and other referees to perform other background checks
throughout the application process.

NETWORKING AND REFERRAL MARKETING DATA COLLECTION, DATA CONTROLLING
AND DATA PROCESSING

Datum Contracts Hoddesdon Limited will only collect the information needed so that it can
provide you with business networking and referrals services.

Any information Datum Contracts Hoddesdon Limited holds about you and your business
encompasses all the details we hold about you and any transactions including any third-party
information we have obtained about you from public sources and our own suppliers such as
credit processing agencies, or references provided by you in the course of your application.

Datum Contracts Hoddesdon Limited will only collect the information needed so that it can
provide you with business networking and referrals services.



Legal basis for processing any personal data

The legal basis for processing your personal data is to meet the Networking organisation’s
contractual obligations to its members to provide business networking and referrals.

Legitimate interests pursued by Datum Contracts Hoddesdon Limited and/or its clients.

To promote the marketing and consulting services offered by Datum Contracts Hoddesdon
Limited and/or to market the services and/or products offered by Datum Contracts Hoddesdon

Limited to existing clients.

Through agreeing to this privacy notice you are consenting to Datum Contracts Hoddesdon
Limited processing your personal data for the purposes outlined. You can withdraw consent at
any time by emailing Reception@datumcontracts.co.uk

or writing to us, see last section for full contact details.

Datum Contracts Hoddesdon Limited may on occasions pass your Personal Information to third
parties exclusively to process work on its behalf. Datum Contracts Hoddesdon Limited requires
these parties to agree to process this information based on our instructions and requirements
consistent with this Privacy Notice and GDPR.

Consent

We do not need your consent to process your personal data in order to perform our contractual
obligations to you. In limited circumstances, we may approach you for your written consent to
allow us to process certain data or particularly sensitive data. If we do so, we will provide you
with full details of the information that we would like it and the reason we need it, so that you
can carefully consider whether you wish to consent. You should be aware that it is not a
condition of your contract with us that you agree to any request for consent from us.

We have asked you to consent to us sharing the personal details you provided on your
application form on BNI’s websites in order for you to receive business referrals. Should you
decide to withdraw this consent, you can do so at any time by emailing bni@eurobni.com or
writing to us at the address set out below (see last section for full contact details).

Data sharing

We may have to share your data with third parties, including third-party service providers
and other entities in the group.

We require third parties to respect the security of your data and to treat it in accordance
with the law.

We may transfer your personal information outside the EU.

If we do, you can expect a similar degree of protection in respect of your personal
information.

Why might you share my personal information with third parties?



We will share your personal information with third parties where required by law, where it is
necessary to administer the working relationship with you or where we have another legitimate
interest in doing so.

Which third-party service providers process my personal information?

"Third parties" includes third-party service providers (including contractors and designated
agents) and other entities within our group. The following activities are carried out by third-party
service providers: IT services, such as Datum Contracts Hoddesdon Limited extended payment
plans, and payment processing providers, market research, product fulfiiment and data
analytics]. The activities for which we use third-party service providers may change from time to
time in order for us to meet the needs of the business.

How secure is my information with third-party service providers and other entities in our
group?

All our third-party service providers and other entities in the group are required to take
appropriate security measures to protect your personal information in line with our policies. We
do not allow our third-party service providers to use your personal data for their own purposes.
We only permit them to process your personal data for specified purposes and in accordance
with our instructions.

What about other third parties?

We may share your personal information with other third parties, for example in the context of
the possible sale or restructuring of the business. We may also need to share your personal
information with a regulator or to otherwise comply with the law.

DATA CONTROLLER POLICY

How we use your personal data

We will only use your personal information when the law allows us to. Most commonly, we
will use your personal information in the following circumstances:

1. Where we need to perform the contract we have entered into with you.
2. Where we need to comply with a legal obligation.

3. Where it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests.

We may also use your personal information in the following situations, which are likely to be
rare:

1. Where we need to protect your interests (or someone else's interests).

2. Where it is needed in the public interest [or for official purposes].




Datum Contracts Hoddesdon Limited uses the information collected from you to perform the
contract we have entered into with you to provide you with the benefits of being a Datum
Contracts Hoddesdon Limited CLIENT, PREVIOUS CLIENT, SUPPLIER, INTRODUCER,
REFERRAL PARTNER, JOINT VENTURE PARTNER, MEMBER or EMPLOYEE.

DATA PROCESSOR POLICY

Datum Contracts Hoddesdon Limited also acts on behalf of its clients in the capacity of data
processor. When working exclusively as a data processor, Datum Contracts Hoddesdon
Limited will be acting on the instruction of its client and will work hard to ensure that the client
is fully GDPR compliant.

If you fail to provide personal information

If you fail to provide certain information when requested, we may not be able to perform the
contract we have entered into with you (such as providing a benefit or service) [or we may be
prevented from complying with our legal obligations (such as to ensure the health and
safety of our workers).]

Change of purpose

We will only use your personal information for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose. If we need to use your personal information for an unrelated purpose,
we will notify you and we will explain the legal basis which allows us to do so.

Please note that we may process your personal information without your knowledge or
consent, in compliance with the above rules, where this is required or permitted by law.

WEBSITE POLICY - PASTE ON WEBSITE HOME PAGE

Some personal data may be collected about you from the forms and surveys you complete,
from records of our correspondence and phone calls and details of your visits to our website,
including but not limited to personally identifying information like Internet Protocol (IP)
addresses. Datum Contracts Hoddesdon Limited will use such information to identify its
visitors. Datum Contracts Hoddesdon Limited may also collect statistics about the behavior of
visitors to its website.



WEBSITE - COOKIE POLICY — PASTE ON WEBSITE HOME PAGE

Datum Contracts Hoddesdon Limited’s website uses cookies, which is a string of information
that a website stores on a visitor's computer, and that the visitor’s browser provides to the
website each time the visitor returns. Our website uses cookies to help Datum Contracts
Hoddesdon Limited identify and track visitors and their website access preferences. Datum
Contracts Hoddesdon Limited website visitors who do not wish to have cookies placed on their
computers should set their browsers to refuse cookies before visiting Datum Contracts
Hoddesdon Limited’s website. For more information on the cookies we use, please see our
[cookie policy].

HOW LONG WE KEEP DATA AND WHY

Retention Policy

Datum Contracts Hoddesdon Limited will process personal data during the duration of any
contract and Latent Defects period and will continue to store only the personal data needed for
Seven Years. (When a contract is under Warranty Twelve Years) after the contract has expired to
meet any legal obligations. After two further years any personal data not needed will be
deleted.

HOW WE STORE DATA AND WHO HAS ACCESS TO IT

Data storage
Data is held in England using different (multiple) servers. Datum Contracts Hoddesdon Limited
does not store personal data outside the EEA.

Physical hard copy data is held in files and stored in a secure locked unit. Access to this
secured locked unit is limited to

DEAD FILE STORE
S H BORCHARD, T A SMYTH, D ROUND, T COLLINS, A L BORCHARD, P MATTHEWMAN

JOINT MANAGING DIRECTORS OFFICE
S H BORCHARD, T A SMYTH

MARKETING DIRECTORS OFFICE
D ROUND

MARKETING OFFICE
C REID

ACCOUNTS OFFICE
P MATTHEWMAN

RECEPTION / ADMIN
S DIEZ M MILLAR



ESTIMATING/SURVEYORS/SUBCONTRACTORS OFFICE
DIRECTOR T COLLINS, S WELLS, K JHALLI

CONTRACTS, SETTING OUT, OFFICE
S HARRIS, P WATTS, M BAKER

WORKS DIRECTORS OFFICE, BUYING OFFICE, TRANSPORT OFFICE,
DIRECTOR A BORCHARD, P MILLAR V BRACEBRIDGE

Electronic data is stored and backed up on;

1. Accounting and Payroll data is stored on the Server in the computer room.

2. Email data is stored in Microsoft 365 on the cloud.

3. The server data is backed up to removable hard drive daily that are stored in the Safe in
Datum and taken off site in rotation. Pauline Matthewman and the receptionist have
access to load and replace the drives each day.

4. The data is also backed up to Ready NAS Vault on the cloud — Patrick Millar has access
to recover any files needed.

DATA REQUESTS

Rights of access, correction, erasure, and restriction

Your duty to inform us of changes

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with us.

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

Request access to your personal information (commonly known as a "data subject
access request"). This enables you to receive a copy of the personal information we
hold about you and to check that we are lawfully processing it.

Request correction of the personal information that we hold about you. This
enables you to have any incomplete or inaccurate information we hold about you
corrected.

Request erasure of your personal information. This enables you to ask us to delete
or remove personal information where there is no good reason for us continuing to
process it. You also have the right to ask us to delete or remove your personal
information where you have exercised your right to object to processing (see below).

Object to processing of your personal information where we are relying on a
legitimate interest (or those of a third party) and there is something about your
particular situation which makes you want to object to processing on this ground.
You also have the right to object where we are processing your personal information
for direct marketing purposes.



* Request the restriction of processing of your personal information. This enables
you to ask us to suspend the processing of personal information about you, for
example if you want us to establish its accuracy or the reason for processing it.

* Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to
the processing of your personal data, or request that we transfer a copy of your personal
information to another party, please contact Samantha Diez in writing by emailing
Reception@datumcontracts.co.uk

No fee usually required

You will not have to pay a fee to access your personal information (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request for access is clearly
unfounded or excessive. Alternatively, we may refuse to comply with the request in such
circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is
another appropriate security measure to ensure that personal information is not disclosed to
any person who has no right to receive it.

Right to withdraw consent

In the limited circumstances where you may have provided your consent to the collection,
processing and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact Samantha Diez in writing by emailing Reception@datumcontracts.co.uk Once
we have received notification that you have withdrawn your consent, we will no longer process
your information for the purpose or purposes you originally agreed to, unless we have another
legitimate basis for doing so in law.

Changes to this privacy notice

We reserve the right to update this privacy notice at any time, and we will provide you with a
new privacy notice when we make any substantial updates. We may also notify you in other
ways from time to time about the processing of your personal information.

Data Protection Regulator:

Information Commissioner’s Office
Telephone 0303 123 1113 or complete a form at: https://ico.org.uk/concerns/handling/

*THIS GDPR POLICY IS REVIEWED EVERY 3 YEARS


https://ico.org.uk/concerns/handling/

